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ABSTRACT 

NiCd cel l - fa i lure-character is t ic  data, for  cel ls  made by four battery- 

cell  manufacturers,  was computer examined by a technique of cryptology 

o r  cryptanalysis. 

This is  a new use of cryptanalytic technique which was previously only 

used by security agencies to 'break'  c iphers  and codes. 

charac te r i s t ic  repor t s  were assumed to contain hidden information o r  

information not readily extractable by manual analysis. 

proved co r rec t  when the data w a s  t rea ted  l ike a code o r  cipher. 

of cryptanalytic technique extrapolated information which identified specific 

cell  failure mechanisms accountable to individual battery- cell  manufacturers.  

This procedure,  r e f e r r ed  to in this repor t  as "TRI-GRAM Fai lure  

Charac te r i s t ic  Technique", is  applicable to any coded data. 

The Crane failure 

This assumption 

Application 

Cell fa i lure  characterist ic/cycling environmental parameter  analysis will 

be performed to cor re la te  fa i lure  mechanisms with single and combined 

environmental  effects. 

I 
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INTRODUCTION 

This is the f i r s t  quarter ly  repor t ,  covering the period f rom January 1, 

1967 to April 30, 1967, f o r  contract number NAS 5-10203, Phase  2,  in  

accordance with Proposal  No. 17-1216 BATT entitled "Techniques in  

Space Battery Test Data Analysis, Reduction and Correlation". 

The following objectives a r e  se t  forth as goals to be attained by this  

study: 

1. Develop and demonstrate methods for  prediction of cell fa i lure  as 

a function of fa i lure  character is t ics  and operating constraints.  

2. Develop and demonstrate new techniques for  extraction and presentation 

of information f rom a la rge  volume of space bat tery tes t  data. 

3. Develop improved methods fo r  the collection and handling of the 

Crane  data. 

4. Develop mathematical  models related to bat tery t e s t s  a s  practicable 

and useful to the bat tery use r .  

5. Instruct  Crane in  the functioning and use  of computer programs and 

techniques developed under this contract. 

Since about January,  1963, the Secondary Bat tery Section of the Quality 

Evaluation Department at NAD Crane, Indiana has  been cycling, moni- 

tor ing,  and collecting data on sealed nickel-cadmium space bat tery cells.  

Part of these data consis ts  of failed-cell post-mortem autopsy repor t s ,  

i n  detailed English, performed on every  cell  a f te r  failure.  

1 



INTRODUCTION (Cont'd) 

After close examination of these autopsy repor t s ,  covering severa l  hun- 

dred  cel ls ,  i t  w a s  considered that valuable information, par t icular ly  

information on failure-mechanisms, w a s  hidden o r  occulted in  the mass 

of data. 

of the la rge  m a s s  of var ied failure charac te r i s t ics  contained therein. 

Manual analysis of the cell-autopsy data was impossible because 

A technique used in cryptology, for the purpose of 'breaking' o r  'cracking' 

s e c r e t  c iphers  and codes, was applied to the mass of fa i lure  character is t ic  

data; treating the data itself a s  a s ec re t  code containing a message  of 

sor t s .  The use  of cryptology and cryptanalytic technique as applied to 

industr ia l  o r  fa i lure  data i s  believed to  be new and novel. This technique 

has  heretofore been in the domain of secre t  intelligence agencies and 

s e c r e t  agents.  

and electronics to  gather information f rom seemingly meaningless signals 

o r  data. 

Modern cryptography makes full use of mathematics 

The fai lure  charac te r i s t ic  data,  reported by Crane,  were  converted into 

a coded s t ruc ture  of twenty-one different fa i lure  charac te r i s t ics  represented 

by the l e t t e r s  A through U. These coded 

fa i lure  charac te r i s t ics  were  entered onto punch cards ;  each card,  r ep re -  

senting one bat tery pack, with both pack and manufacturer identification. 

A maximum card  field of up to seven charac te rs  was allowed to represent  

the coded fai lure  character is t ic  information for  each identified cell. This 

convention permit ted coded information for a pack of up to  ten ce l l s  to be 

contained in one punch card.  

Table A shows the code legend. 

A computer was programmed,  the program being an application of crypto- 

logy or  cryptanalysis,  to examine the coded data and to construct tables 

showing the frequency of fa i lure  by one character is t ic  jointly with each of 

of the other  fa i lure  character is t ics .  The resultant tables were  called 

2 



INTR ODU C TION (C ont ' d) 

''BIGRAM" tables because they indicate the combinatorial frequency of 

any two coded fai lure  character is t ics .  

by specific "BIGRAMS" was found to apply to individual cell  manufacturers.  

More information concerning "BIGRAM" tables can be found in  the Appendix 

of this repor t ,  page 38. 

Information regarding cell  failure 

Certain success  was achieved by the use  of "BIGRAM" tables but it w a s  

considered that much more  specific fa i lure  mechanism information could 

be gained by measuring the joint frequency of any three  coded fai lure  

charac te r i s t ics .  

evolution of the "BIGRAM" technique. 

A "TRI-GRAM" frequency program w a s  then the logical 

The "TRI-GRAM" technique i s  so called because it indicates the combina- 

t o r i a l  frequency for  any three  coded fai lure  charac te r i s t ics  with each other. 

It is a l so  a cryptanalytic process .  

The "TRI- GRAM" technique has  enabled u s  to pinpoint specific fa i lure  

mechanisms assignable to individual battery cell  manufacturers  who can 

then evaluate possible design/material  imperfections in  the i r  product. 

This manufacturer/failure mechanism relationship i s  dealt  with at length 

in  the discussion section and appendix of this report .  

The major  purpose in the use  of this cryptanalytic technique is  that it 

enables the correlat ion of observed "'-gram frequencies with probabilistic 

f requencies  based on mono-gram occurrences.  

tribution tables  a r e  constructed from (IN1- 1 )  g r a m  distribution tables. 

When the observed "'-gram occurrence differs f rom the probabilistic 

"'-gram table, the observed "'-gram of coded fai lure  charac te r i s t ics  

i s  highly suspect of being a failure mechanism. 

" '-gram probability d is -  

3 



INTRODUC TION (Cont ' d) 

Observed mono-gram frequency distributions are the bas i s  for "BIGRAM" 

probability tables;  observed "BIGRAM" distributions a r e  the basis  for  

"Tri-Gram" probability tables,  etc. "'-gram distributions a r e  constructed 

until IN' i s  too high to  permit  sufficient frequency for  observation. 

additional 'Bigram'  information see page 38. 

F o r  

Analogous to this procedure i s  the relative frequency of usage for l e t t e r s  

in the English language. 

about 13 percent of the l e t t e r s  will be E's, 9 percent TIS, 8 percent O ' s ,  

and 2 percent PIS. Although these frequencies will va ry  f rom sample to 

sample,  for l a rge  bodies of text they are reliable enough to constitute one 

of the main tools of cryptanalysis. F r o m  such monogram frequencies one 

can calculate the frequencies which le t te r -pa i r s  (Bi -grams)  would have i f  

the letters were  in  random sequence. 

f r o m  English usage a r e ,  of course,  much different because the sequence 

of l e t t e r s  i s  not a random one. Cryptanalysis u s e s  such frequency informa- 

t ion to detect  message s t ructure .  

In a typical sample of English, for  example, 

The frequency of Bi-grams obtained 

3A 



DISCUSSION 

Battery and cell  failure data w a s  extracted f rom the "Monthly P r o g r e s s  

Report  on National Aeronautics and Space Administration Space Cell 

Test  Program" published by the Secondary Battery Section of the Quality 

Evaluation Department at NAD, Crane, Indiana, who is  conducting the 

t e s t  program. 

1966. 

The cut-off date f o r  data used in this repor t  was December 31, 

A s  cel ls  fail during cycling they a r e  removed f rom the pack, opened, and 

a post-mortem examination i s  performed. 

repor ted  in  descriptive English, such as the following repor t  for  Pack 5, 

Cell  3: "Low Voltage Discharge, Normal Voltage Charge,  Still Under 

P r e s s u r e  When Opened, Weak Tab to  Plate  Welds, Short Caused by Excess  

Scoring, Migration of Negative Plate Material  , Separator Completely 

Deteriorated".  

The examination resu l t s  a r e  

A simple code s t ruc ture  of failure charac te r i s t ics ,  a s  defined by Crane,  

w a s  devised. A maximum of seven coded 

fa i lure  charac te r i s t ics  per  identified cell  i s  entered into a punch card  that 

a l s o  has  pack and manufacturer identification. 

f a i lu re  charac te r i s t ics  is a convention to permi t  the failure charac te r i s t ic  

h i s tory  for  a l l  failed cel ls  i n  one identified bat tery pack of up to ten cel ls  

to  be represented by one punch card. 

Table A shows the code legend. 

The maximum of seven coded 

A s  example,  Table B is a tabular representation of coded fai lure  character is t ic  

information provided i n  the Crane post-mortem repor t s .  

Table B will show that the reported fai lure  charac te r i s t ics  for  the p re -  

viously mentioned Pack  5, Cell 3, a r e  encoded BLQTKFC. In Table B, 

columns a r e  cell  numbers  while row headings contain pack and manufacturer 

identification. 

Examination of 
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DISCUSSION (Cont'd) 

It w a s  assumed that much valuable information was contained in the m a s s  

of fa i lure  character is t ic  data. 

this  conglomerate mass of data was difficult i f  not impossible.  

new and novel in industrial  application, was applied to the data to extrapolate 

meaningful information. 

by intelligence organizations to extract  a "message" f rom an apparently 

meaningless signal o r  body of data. 

examine the data and to  apply the cryptanalytic technique of measuring the 

combinatorial frequency of any three coded failure charac te r i s t ics  jointly 

with each other. The program output consisted of 1330 tally counters each 

of which indicated the occurrence frequency of a specific three- le t ter  com- 

bination f rom al l  of the twenty-one l e t t e r s  used to code the fai lure  charac te r -  

i s t i c  data. 

frequency tables because each counter r e f e r s  to  joint frequency of three 

coded failure character is t ics .  

possible f rom the twenty-one code l e t t e r s  used. 

It w a s  a l so  noted that manual analysis of 

A technique, 

This technique is used i n  cryptology o r  cryptanalysis 

A computer program was writ ten to 

(See Table A )  The resultant tally tables a r e  called "TRI-GRAM" 

There a r e  1330 three- le t te r  permutations 

"Tri-Gram" frequency tables were constructed for  each of four manufacturers  

individually and for the s a m e  four manufacturers in  total. 

portions of these "Tri-Gram' '  frequency tables follow as Table C. Pages  

C-1 through C-4 a r e  the f i r s t  sheet of each table constructed for the four 

individual manufacturers.  

g ram"  frequency table, consisting of 1330 two-digit tally counters,  for 

the total  of the four manufacturers.  

total  of pages C-1 through C-4. 

Examples of 

Pages C-5 through C- 18 a r e  the complete "Tri-  

It can be seen that Page C-5 i s  the 

Table D is a par t ia l  listing by manufacturer of total and par t ia l  "Tri-Gram" 

frequencies  accountable to that identified manufacturer.  

headed "TRI- GRAM CODE" indicates the specific combination of coded 

f a i lu re  character is t ics .  

The column 

The column headed "PART" indicates that 

5 



DISCUSSION (Cont'd) 

manufacturers  portion of the total frequency, specified by the column 

headed "TOTAL", for a l l  four manufacturers. Examination of Table D 

wi l l  show that individual manufacturer ' s  cel ls  were  responsible for  the 

total  of many individual "Tri-Gram" failure charac te r i s t ics  o r  fa i lure  

mechanisms. It may be seen that manufacturer No. 2,  for  example, is  

responsible for  a l l  occurrences of BCK: 

B = Low Voltage Discharge 

C = Separator Deteriorated, Dissolved, Etc. 

K = Excess  Scoring of Case 

Manufacturer No. 2 was responsible for a l l  occurrences of failure 

charac te r i s t ic  K. 

Manufacturer No. 3 was responsible for all occurrences of BIO: 

B = Low Voltage Discharge 

I = Blistering on Posit ive Plate  (s). 

0 = Ceramic  Short  

Manufacturer No. 3 was responsible for all occur rences  of failure charac-  

t e r i s t i c  0. 

Table E is included f o r  reference only. 

of specific "Tri-Gram" codes with the frequency of 5070 o r  more  assignable 

to  the indicated manufacturer.  

that  100% of that code frequency i s  assignable to the indicated manufacturer.  

Table E is l ist ings,  by manufacturer,  

An a s t e r i sk  (::) beneath a code indicates 

With this  application of the "Tri-Gram Fai lure  Character is t ic  Technique", 

it is possible to  determine which single and/or t r iple  combination of failure 

cha rac t e r i s t i c s  give insight to the identification of specific failure mechanisms 

assignable  to individual designs or  manufacturer .  

6 



N E W  TECHNOLOGY 

A new and novel application of a technique used i n  cryptology o r  crypt- 

analysis  i s  being used to  extract  information f rom a m a s s  of industrial  

data. 

This technique has  long been employed i n  the r ea lm of intelligence organi- 

zations and sec re t  agents to 'break'  o r  ' c rack '  c iphers  and codes. This i s  

the first industrial  application of this cryptanalytic process .  

Cell failure character is t ic  data reported by NAD Crane w a s  examined 

and assumed to contain much important information. This data covered 

seve ra l  hundred battery ce l l s  with many types of fa i lure  charac te r i s t ics  

for  each cell. The resultant mass  of data w a s  too la rge ,  var ied,  and in  

unsuitable form for usual means of analysis;  a lso,  the data were  so  

s t ruc tured ,  unavoidably, to make manual analysis a l l  but impossible.  

The many kinds of fa i lure  character is t ics  reported by Crane were  s t ructured 

by Mauchly Systems, Inc. ,  into a code of twenty-one possible types r e p r e -  

sented by the l e t t e r s  A through U. The cryptanalytic process  of measuring 

the combinatorial  frequency of any three  code l e t t e r s  was programmed on 

a computer.  

counters  indicating the frequency of occurrence of each identified three-  

l e t t e r  combination within the twenty-one le t te r  code s t ructure .  Because 

this  program indicated the combinatorial frequency of three l e t t e r s ,  it was 

called the "Tr i -Gram Fai lure  Character is t ic  Technique". 

The resultant computer output w a s  a table of 1330 tally 

The original assumption, that the cell  fa i lure  character is t ic  r epor t s  con- 

tained much important information proved correct .  

f r o m  the m a s s  of data indicated that cer ta in  fa i lure  charac te r i s t ics  and 

f a i lu re  mechanisms could be assigned to  specific manufacturers  and cell  

de s igns.  

Information extrapolated 

7 



N E W  TECHNOLOGY (Cont'd) 

Application of the "Tr i -Gram Fai lure  Character is t ic  Technique", to  any 

coded data,  enables correlation of fa i lure  charac te r i s t ics  and fai lure  

mechanisms to manufacture/design defects and to  environmental effects. 

8 



PROGRAM FOR NEXT REPORTING INTERVAL 

1. "Tri-Gram" Tables: 

"Tri-Gram" frequency tables w i l l  be constructed for  severa l  individ- 

ual and combined cycling environmental parameters .  

made to  determine environmental effect ( s )  on fai lure  charac te r i s t ics  

and failure mechanisms. 

Effort w i l l  be 

2. Temperature:  

A temperature-fai lure  analysis is in  progress .  

to ascer ta in  i f  cel l - temperature  fluctuation-patterns a r e  indicative 

of impending cell  failure.  

Effort will be made 

CONCLUSIONS AND RECOMMENDATIONS 

Much valuable information concerning manufacturer/de sign effect on 

fai lure  charac te r i s t ics  and failure mechanisms has  been gained by appli- 

cation of the technique descr ibed ear l ie r  in this report .  

can be used by cell  manufacturers to  assay  the extent of possible defects 

in  the i r  product within all operating conditions and to evaluate the in te r -  

relating effects of new components with each other and with standard par ts .  

Specific a r e a s  of concern a r e  pinpointed for attention by the cell-design 

and quality control engineer. A s  example, manufacturer No. 2 was respon- 

sible for  all cell  fa i lures  involving "Excess Scoring of Case", manufacturer 

No. 3 w a s  responsible f o r  all cell  fa i lures  involving "Ceramic Short", 

and manufacturer No. 4 was responsible for all cell  failures involving 

" Extraneous Mat e rial Betwe en Plat  e s" . 

This information 

The ult imate purpose of this  work i s  to provide the engineer with a method 

to  a s s e s s  the potentialities of space-battery-cells relative to various 

environmental  and functional parameters ,  permiting correlation and selection 

within space mission operational requirements and constraints.  

9 



CONCLUSIONS AND RECOMMENDATIONS (Cont'd) 

The "Tr i -  Gram" frequency technique is l imited only by the necessi ty  

for  coded input. 

gained to  extract  information "hidden" within a l a rge  m a s s  of var ied 

data. 

The major  advantage of this  technique is  the capability 

It is  recommended that cell  post-mortem repor t s  be expanded to  include 

m o r e  physical and chemical data such a s  plate weight-loss and electrolyte 

PH,  etc. Such additional information should fur ther  pinpoint specific 

fa i lure  mechanisms and permit  ear l ie r  and more  exact prediction capabilities. 

10 



TABLES 



FAILURE CHARACTERISTICS 

A. 

B. 

C. 

D. 

E. 

F. 

G. 

H. 

I. 

J. 

K. 

L. 

M. 

N. 

0. 

P. 

Q .  
R. 

S. 

T. 

U. 

Low Voltage Charge. 

Low Voltage Discharge. 

Separator: Deteriorated, Dissolved, Burned, Pinpoint Penetratj 

Plate Material Shorted Through Separator. 

Separator Impregnated With Negative Plate Material. 

Migration of Positive and/or Negative Plate Material. 

Extraneous Material Between Plates. 

Deposit on Positive and/or Negative Terminals. 

Blistering on Positive Plate(s). 

Plate(s) Stuck To Case. 

Excess Scoring of Case. 

High P res su re ,  Bulge, Convex Side(s) 

Concave Side(s), Short(s) Due To Internal Shift. 

Broken Seal(s): Ceramic, Glass 

Ceramic Short 

n, Short. 

Electrolyte Leak, Weight Loss, Separator Dry, Electrolyte Shorted Out Cell. 

Tab(s): Burned, Broken, Welds Weak. 

Third Electrode Shorted to Plate. 

Cell  Blew Up. 

Circuit: Short, Open. 

High Voltage Charge. 

Table A 11 



EXAMPLE OF FAILURE CHARACTERISTIC INFORMATION 

PROVIDED BY CRANE AND CODED BY MAUCHLY SYSTEMS, INC. 
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TRI-GRAM 
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MANUFACTURER NO. 1 
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8 

4 

8 

TABLE D-1 
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APPENDIX A 

"BIGRAM" TAB LE S 



"BICRAM" TABLES 

This section i s  presented for background and reference value only. 

The Crane Tes t  P r o g r a m  goes beyond simple life testing where only 

cycle of fa i lure  is  recorded. 

f rom the pack which i s  continued on cycling i f  three cel ls  in a five pack 

o r  five ce l l s  in a ten pack remain.  

and a post-mortem examination i s  performed. 

tion a r e  included in the "Monthly P rogres s  Report  on National Aeronautics 

and Space Administration Space Cell Tes t  Program" with complete cell  

and pack identification. 

tive English, such a s  the following repor t  for  pack 15, Cell 4: "Low 

Voltage Discharge, Low Voltage Charge,  Migration of Negative Plate  

Mater ia l  through Separator ,  Hot Spots Around Pinpoint Penetration, 

Blistering on Posit ive Plate ,  Separator Deteriorated". 

A s  cells  fail during cycling they a r e  removed 

A l l  removed, failed cel ls  a r e  opened 

Results of such examina- 

The examination resu l t s  a r e  reported in descr ip-  

A s imple,  experimental  code s t ructure  of failure charac te r i s t ics ,  a s  

defined by Crane,  w a s  devised. Table A ,  page 11 shows the code legend. 

Table B, page 12  is  a tabular presentation of the fai lure  character is t ic  

information provided in  the Crane post-mortem repor t s .  Columns a r e  

cel l  numbers ,  while row headings contain pack numbers  and the manu- 

f a c t u r e r ' s  code number. Table B is included for reference value only. 

A computer was programmed to examine the coded failure character is t ic  

data  and to produce as output "BIGRAM" tables showing frequency of 

fa i lure  by one character is t ic  jointly with each of the other fa i lure  

charac te r i s t ics .  Table V,  page 40 shows joint frequencies for  Manu- 

f a c t u r e r s  1, 2,  3, and 4. Tables W ,  X, Y ,  and Z show the joint f r e -  

quencies by individual manufacturers.  The tables may best  be read  by 
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"BIGRAM" TABLES (Cont'd) 

arranging the code l e t t e r s  of the desired couplet of failure charac te r i s t ics  

in alphabetical o r d e r  and then finding the intersect ion of the column 

headed by the first le t te r  wi th  the row headed by the second le t ter .  

in Table V ,  the total frequency of the joint fa i lure  charac te r i s t ics  of "B" 

and "N" for  the four manufacturers i s  7.  

constructing these "BIGRAM" tables was invaluable. 

accomplished in minutes co r rec t  tables that would have consumed many 

hours  of e r r o r  producing hand work. 

Thus,  

The use  of the computer i n  

The computer 

The circled numbers  in  Tables X, Y ,  and Z indicate that cel ls  made by 

the subject manufacturer accounted for  all the indicated joint charac te r i s t ics  

of failure.  It can be observed that cer ta in  failure charac te r i s t ics  a r e  

totally accounted for  by cel ls  made by a given manufacturer.  A more  

complete analysis would indicate those occasions where a majority of 

joint failure charac te r i s t ics  were accounted for  by a given manufacturer ' s  

cel ls .  This i s  i l lustrated by the numbers  with dotted c i rc les  in  Table Z. 

With this technique, valuable information not available with other means 

can be gained. A computer program, now i n  the writing, will construct 

"TRIGRAM" tables.  The "TRIGRAM" tables wi l l  show the frequency of 

any th ree  failure charac te r i s t ics  jointly with each other. 

Effort  w i l l  be made to determine correlat ions,  i f  any, between cycling 

p a r a m e t e r s  and failure character is t ics .  
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